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Introduction

The Data Protection Impact Assessment (DPIA) process is an important means of evidencing our compliance with the requirements of the Data Protection Act 1998 and, from May 25th 2018, the General Data Protection Regulations 2016. 

	The DPIA should be completed with the help of the accompanying guidance.

	




Where we are introducing new (or amending existing) systems or processes which involve personal data, the proposal will be reviewed against a set of criteria which determines whether it needs to be formally assessed under a DPIA.

The DPIA process will capture:

· Requirements: Any compliance issues with the initial requirements of a proposed change
· Design: Approval of a design which brings any compliance issues within our risk tolerance
· Build & Test: Final confirmation that the implemented change satisfies the agreed measures identified during the process

Completed DPIAs will form part of our ‘Record of Processing Activity’ which documents our practice and provides assurance that we comply with our statutory data protection responsibilities.

This DPIA should be completed by the Project/initiative Manager, with the help of assigned DPO.  The associated guidance document should be consulted for help in defining terms and processes.
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The Proposal
	
	About this Assessment
	

	
	
	

	
	Title of Project:
	
	

	
	Brief summary and description of the project:
	

	
	· 
	

	
	
	
	



Contact details for initiative
	Person completing this assessment (Author) e.g. Project Manager, Information Asset Manager

	Name
	

	Job Title
	

	Department
	

	Contact address 

	

	Email address
	

	Telephone number
	

	Connection to initiative 
	



	Initiative lead e.g. Project Director, Information Asset Owner (IAO)

	Name
	

	Job Title
	

	Department
	

	Contact address 

	

	Email address 
	

	Telephone number
	

	Connection to initiative e.g. IAO 
	


DPIA Risk Assessment

Assessment of the proposal against the GDPR ‘High Risk’ criteria requiring a DPIA 

	
	High Risk Processing 
	

	
	
	

	
	Does the processing meet the criteria of ‘high risk’ processing?
	Yes☐
	

	
	Comments:
	

	
	· 
	

	
	
	
	



The Data

	
	Personal data processed
	

	
	Please indicate which of the following personal data will be used
	

	
		Forename
	☐	Surname
	☐	Postal address
	☐	Post Code
	☐
	Email address
	☐	Age
	☐	Date of Birth
	☐	Gender
	☐
	NI Number
	☐	NHS Number
	☐	Image (i.e. photo/video of person)
	☐	Online identifier
	☐
	Other unique ID numbers or codes (please specify):


	Other identifiers (please specify):





	

	
	
	
	



	‘Special Categories’ of Personal Data (sensitive personal data)
	

	Tick a box if the Personal Data processed fits into a relevant ‘Special Category’ below. 
	

	
	Religion or philosophical beliefs
	☐	Biometric or Genetic data 
	☐	

	
	Race or ethnic origin
	☐	Health 
	☐	

	
	Political opinions
	☐	Sex life or sexual orientation
	☐	

	
	Trade-union membership
	☐	Criminal convictions 
	☐	

	
	



	Categories of Data Subject
	

	Tick a box next to the categories of data subject whose personal data will be processed 
	

	
	Customers
	☐	Complainants (& Reps) 
	☐	Employees/ Contractors
	☐	

	
	Suppliers
	☐	Advisors/ Consultants
	☐	Captured on CCTV
	☐	

	
	Carers (& Reps)
	☐	Incident witnesses
	☐	Employees of other Orgs
	☐	

	Other (please specify)
	



	Data format
	

	Please indicate which of the following formats are used for the data 
	

	
	Audio tape/cassette
	☐	Digital document 
	☐	Digital image
	☐	

	
	Digital video
	☐	Email
	☐	Microfilm
	☐	

	
	Paper documents
	☐	Video tape/cassette
	☐	Web content
	☐	

	
Other (please specify): 
	



	
	Incoming data flows (data sent from third party to Treetops)
	

	
		Tick box if there are no incoming data flows
	☐

	Name of Provider
	Data format
	Method of sending
	Received by

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	



Add rows as necessary
	
	



	
	Internal data flows (data shared with other teams or systems within Treetops)
	

	
		Tick box if there are no internal data flows
	☐

	Name of team sending
	Data format
	Method of sharing
	Received by

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	



Add rows as necessary
	
	

	
	Outgoing data flows (data sent by Treetops to third parties)
	

	
		Tick box if there are no outgoing data flows
	☐

	Name of Recipient
	Data format
	Method of sending
	Sent by

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	



Add rows as necessary
	
	



The Principles

Processed lawfully, fairly and in a transparent manner 

i. Legal basis for processing 

	
	Conditions for Processing 
	

	
	Tick all relevant conditions which apply to the processing of personal and special category data.

To ensure the processing can be done lawfully at least one of the conditions must apply in the first column in relation all personal data and, if processing special categories of personal data, at least one in the second column.
	

	
	
	

	
	1.  Personal Data
	2.  Special Categories
	

	
	6(1)(a)
	Consent 
	☐	9(2)(a)
	Explicit Consent 
	☐	

	
	6(1)(b)
	Contracts to which the data subject is a party
	☐	9(2)(b)
	Employment, Social Security, Social Protection law
	☐	

	
	6(1)(c)
	Legal obligation
	☐	9(2)(c)
	Vital interests 
	☐	

	
	6(1)(d)
	Vital interests
	☐	9(2)(d)
	Not-for-profit body
	☐	

	
	6(1)(e)
	Task carried out in the Public Interest or under Official Authority.
	☐	9(2)(e)
	Made public by the data subject
	☐	

	
	6(1)(f)
	processing is necessary for the purposes of the legitimate interests pursued by the controller or by a third party, except where such interests are overridden by the interests or fundamental rights and freedoms of the data subject which require protection of personal data, in particular where the data subject is a child.
	☐	9(2)(f)
	Legal claims / Judicial 
	☐	

	
	
	9(2)(g)
	Substantial Public Interest
	☐	

	
	
	9(2)(h)
	Medicine, Employee  capacity, Medical Diagnosis, Health or Social Care
	☐	

	
	
	9(2)(i)
	Public Health
	☐	

	
	
	9(2)(j)
	Archiving, Scientific and Historical Research or Statistical Purposes in the public interest
	☐	

	
	
	
	
	
	
	
	


	
	Legal Gateway
	

	
	
	

	
	List any applicable legislation that applies to the processing
	

	
	
	

	
	
	

	
	
	

	
	(add additional entries as required)
	


	
	Consent 
	

	
	
	

	
	If consent is being relied upon, confirm that the relevant conditions are in place
	☐	

	
	Comments:
	

	
	· 
	

	
	
	
	










ii. Rights (please refer to the guidance document for help with this section)

	
	The Right to be Informed
	

	
	
	

	
	Does the processing support this right?
	Yes ☐
	

	
	Comments:
	

	
	· 
	

	
	
	
	



	
	The Right of Access
	

	
	
	

	
	Does the processing support this right?
	Yes ☐
	

	
	Comments:
	

	
	· 
	

	
	
	
	



	
	The Right to Rectification
	

	
	
	

	
	Does the processing support this right?
	Yes ☐
	

	
	Comments:
	

	
	· 
	

	
	
	
	



	
	The Right to Erasure
	

	
	
	

	
	Does the processing support this right?
	Yes ☐
	

	
	Comments:
	

	
	· 
	

	
	
	
	



	
	The Right to restrict Processing
	

	
	
	

	
	Does the processing support this right?
	Yes ☐
	

	
	Comments:
	

	
	· 
	

	
	
	
	



	
	The Right to Data Portability (only applicable if reliance on consent)
	

	
	
	

	
	Does the processing support this right?
	Yes ☐
	

	
	Comments:
	

	
	· 
	

	
	
	
	



	
	The Right to Object
	

	
	
	

	
	Does the processing support this right?
	Yes ☐
	

	
	Comments:
	

	
	· 
	

	
	
	
	




	
	Rights related to automated decision making and profiling
	

	
	
	

	
	Does the processing support this right?
	Yes ☐
	

	
	Comments:
	

	
	· 
	

	
	
	
	



iii. Data Subject consultation

	
	Describe any consultation with Data Subjects over appropriate processing of personal data
	

	
	
	

	
	Has any consultation been undertaken with Data Subjects?
	Yes ☐
	

	
	Comments:
	

	
	· 
	

	
	
	
	



Collected for specified, explicit and legitimate purposes 

	
	State the ‘purpose(s)’ for which personal data is being obtained
	

	
	
	
	

	
	Purpose 1
	
	

	
	Purpose 2
	
	

	
	Purpose 3
	
	

	
	(add additional entries as required)
	


	
	Further processing
	

	
	
	

	
	Confirm that no further use is intended to be made of the data
	☐	

	
	Comments:
	

	
	
	

	
	
	
	



Adequate, Relevant and Limited  

	
	Minimising Personal Data
	

	
	
	Are the personal data being obtained a minimal amount necessary to fulfil the purposes above (if not please explain reasons why not below)
	Yes
	No

	
	☐	☐


	

	
	Comments:
	

	
	· 
	

	
	
	
	




	
	Pseudonymisation or anonymisation
	

	
	
	Will pseudonymisation or anonymisation processes take place (if so, please describe below)
	Yes
	No

	
	☐	☐


	

	
	Comments:
	

	
	· 
	

	
	
	
	



Accurate and, where necessary, kept up to date 

	
	Accuracy
	

	
	
	

	
	Confirm that there is a process in place for ensuring that personal data is accurate and is reviewed where necessary
	☐	

	
	Comments:
	

	
	· 
	

	
	
	
	



Kept no longer than is necessary 

	
	Retention
	

	
	
	

	
	The process effectively manages retention of personal data and is aligned to the Organisation’s published retention schedule
	☐	

	
	List the relevant Retention Period(s):
	

	
	
	

	
	
	

	
	
	

	
	
	
	

	
	Comments:
	

	
	· 
	

	
	
	
	



Appropriate Security 

i. Organisational Controls

a) Procurement 
b)  (If your project does not involve a tender process or require a contract please leave blank and move on to c) training)

	
	The Tender process:
	

	
	Based on the risk rating of the data, this is the level of assurance required for the procurement process
	

	
	
	
	

	
	Procurement Assurance requirement
	Select	

	
	
	
	



	
	Contractual Control:
	
	

	
	
	
	

	
	The contract contains the Organisation’s standard contract schedule relating to Information Governance requirements
	☐
	

	
	If the schedule is not in the contract, what equivalent control is in place?
	

	
	· 
	

	
	
	
	



	
	Contract Term:
	

	
	
	
	
	
	

	
	Start Date:
	
	End Date:
	
	

	
	Optional extension period (years):
	
	

	
	
	
	
	



	
	The Selected Supplier(s)
	

	
	Supplier Name(s) 
	

	
	Supplier Name
	Accredited
	

	
	
	☐
	

	
	
	☐
	

	
	
	☐
	

	
	
	☐
	

	
	(add additional entries as required for framework contracts/ ‘lot’ winners)
	





c) Training

	
	Training in how to securely process the data
	

	
	
	

	
	Confirm that employees (and users where relevant) of the system will receive appropriate training
	☐	

	
	Confirm that comprehensive written guidance will be available to employees and users 
	☐	

	
	Comments:
	

	
	· 
	

	
	
	
	



d) Policy

	
	Capture issues impacting on Organisational Policy
	

	
	
	

	
	Confirm that the proposal does not impact current Organisational Policy in a way that requires a review of a Policy’s adequacy? (identify affected Policies below)
	☐	

	
	Comments:
	

	
	· 
	

	
	
	
	



ii. Technical Controls

a) Access

	
	Access controls 
	

	
	
	

	
	Confirm that the Access Controls in place will effectively ensure that only those with a valid need to access the data can do so
	☐
	

	
	Confirm that the Access Controls in place will effectively ensure that a management scheme is in place which assigns and reviews appropriate permissions to view, create, amend and delete data
	☐
	

	
	Comments:
	

	
	· 
	

	
	
	
	



b) Security at Rest

	
	Securing the data within a system 
	

	
	
	

	
	Confirm that appropriate technical security is in place to protect the data at rest from threats appropriate to the security classification of the data
	☐
	

	
	Comments:
	

	
	· 
	

	
	
	
	



c) Security in Transit

	
	Securing the data when transferred from one system to another 
	

	
	
	

	
	Confirm that appropriate technical security is in place to protect the data in transit from threats appropriate to the security classification of the data
	☐
	

	
	Comments:
	

	
	· 
	

	
	
	
	




[bookmark: _GoBack]Transfer outside the EEA

	
	Transfer of Personal Data to countries outside the EEA
	

	
	
	

	
	No personal data is anticipated being transferred to outside of the EEA, but the project manager will refer to the Data Protection Officer for assessment if a need arises 
	☐	

	
	There is an expectation that it may be necessary to transfer personal data to countries outside of the EEA and this activity will meet the required criteria in law (please identify the countries below)
	☐	

	
	Comments:
	

	
	· 
	

	
	
	
	







Risk Management

	#
	Risk Description
	Mitigating Control(s)
	Likely
	Impact
	Score

	1
	
	· 
	Select	Select	Select
	2
	
	· 
	Select	Select	Select
	3
	
	· 
	Select
	Select	Select

	4
	
	· 
	Select
	Select	Select

	5
	
	· 
	Select
	Select	Select

	6
	
	· 
	Select
	Select	Select

	7
	
	· 
	Select
	Select	Select


(Add rows as necessary)
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Attachments

Please embed relevant documents below. 
This section and the documents within will not be routinely published with the DPIA. 

	
	
	
	

	
	Document
	Title/ Summary
	

	
	
	

	
	Information Governance/Legal (Privacy Notice/ Consent Form)
	

	
	
[Embed Doc]

	
	

	
	
[Embed Doc]

	
	

	
	Project (including Business Case, PIDs, training docs; procedures, etc.)
	

	
	
[Embed Doc]

	
	

	
	
[Embed Doc]

	
	

	
	
[Embed Doc]

	
	

	
	Design & ICT Security (including Spec; security assessments, network diagrams etc.)
	

	
	
[Embed Doc]

	
	

	
	
[Embed Doc]

	
	

	
	
[Embed Doc] 

	
	

	
	Procurement (including IG evaluation(s), Contract/ Agreement) 
	

	
	
[Embed Doc]

	
	

	
	
[Embed Doc]

	
	

	
	
[Embed Doc]

	
	

	
	
	
	




Reviews

	
	Regularity of Reviews
	

	
	
	

	
	The processing does not meet the criteria requiring a review
	☐	

	
	A timetable for reviewing the processing has been identified, taking into account the intended length of the activity and the risk rating 
	☐	

	
	Comments:
	

	
	· 
	

	
	
	
	



Review Outcomes

	
	Review 1
	

	
	Where items below cannot be ticked, explain why in the comments and explain what action is to be taken

	

	
	Date Review Undertaken: 
	
	

	
	Confirm that the processing as initially approved in this assessment remains unchanged
	☐	

	
	All mitigations remain in place and are effective and appropriate to the level of risk  
	☐	

	
	No further action is required as a result of the review
	☐	

	
	Comments:
	

	
	· 
	

	
	
	
	



	
	Review 2
	

	
	Where items below cannot be ticked, explain why in the comments and explain what action is to be taken

	

	
	Date Review Undertaken: 
	
	

	
	Confirm that the processing as initially approved in this assessment remains unchanged
	☐	

	
	All mitigations remain in place and are effective and appropriate to the level of risk  
	☐	

	
	No further action is required as a result of the review
	☐	

	
	Comments:
	

	
	· 
	

	
	
	
	



	(Add additional sections for further reviews)
Approvals 

	Stage 1 – Requirements Approval (IGIA Stage)

	Function/Role
	Officer Approving (Name)
	Date
	Comments

	Role 1
	
	
	· 

	Role 2
	
	
	· 

	

	Stage 2 – Design Approval (LLD Stage)

	Function/Role
	Officer Approving (Name)
	Date
	Comments

	Role 1
	
	
	· 

	Role 2
	
	
	· 

	

	DPO Sign-off (Design approval – if required)

	Function
	Officer Approving (Name)
	Date
	Comments

	DPO
	
	
	· 

	

	Stage 3 – Build & Test Approval (All IG mitigations have been delivered in the live solution)

	Function/Role
	Officer Approving (Name)
	Date
	Comments

	Role 1
	
	
	· 

	Role 2
	
	
	· 

	

	DPO Sign-off (Build & Test Approval – if required)

	Function
	Officer Approving (Name)
	Date
	Comments

	DPO
	
	
	· 

	

	SIRO Sign-off (Build & Test Approval – if required)

	Function
	Officer Approving (Name)
	Date
	Comments

	SIRO
	
	
	· 



DPIA Guidance.docx


Guidance



The Proposal



Identify the project by a title and provide a summary description of what it to be implemented; focussing on the data to be processed.   Include details of the project and specify why the processing of personal data is necessary and consider what benefits the processing is designed to achieve and whether the benefit of the processing is likely to outweigh any potential impact that it may have on individuals.  

DPIA Risk Assessment



Does the processing meet the criteria below? 



Using new technologies; and

· the processing is likely to result in a high risk to the rights and freedoms of individuals.

· Systematic and extensive processing activities, including profiling.  Typically, this type of processing involves the individual answering several questions about themselves and their circumstances e.g. name, address, financial, employment, relationship circumstances, resulting in a computer programme determining outcomes for the individual – such as an entitlement to benefits. This referred to as ‘automated processing’.

· And where decisions that have legal effects – or similarly significant effects – on individuals

· Large scale processing of special categories of data or personal data in relation to criminal convictions or offences.

· This includes: 

· Processing a considerable amount of personal data at regional, national or supranational level.  This definition would typically include data involving a large number of our service users.  

· that affects a large number of individuals;  ‘Large number’ is not defined in the Regulation.  However, any project that potentially involves processing data of all adults or children can be seen to involve a large number of individuals.

· and 

· Involves a high risk to rights and freedoms e.g. based on the sensitivity of the processing activity.  The sensitivity refers to ‘special categories of personal data’ - racial or ethnic origin, political opinions, religious or philosophical beliefs, or trade union membership, and the processing of genetic data, biometric data for the purpose of uniquely identifying a natural person, data concerning health or data concerning a natural person's sex life or sexual orientation or criminal convictions and offences or related security measures.  If your project involves one of more of these data then it is high risk.

· Large scale, systematic monitoring of public areas (CCTV).



The table below shows typical examples of processing and should be used as a guide in helping determine if your project requires a DPIA.



		Examples of processing

		Possible Relevant criteria

		DPIA required?



		The processing its service users’ care data (including physical or mental health details).

		- Sensitive data

- Data concerning vulnerable

data subjects

		



		The use of a camera system to monitor. The controller envisages to use an intelligent video analysis system.

		- Systematic monitoring

- Innovative use or applying technological or organisational

solutions

		Yes



		A company monitoring its employees’ activities, including the monitoring of the employees’ work station, internet activity, etc.

		- Systematic monitoring

- Data concerning vulnerable

data subjects

		



		The gathering of public social media profiles data to be used by private companies generating profiles for contact directories.

		- Evaluation or scoring

- Data processed on a large scale

		Yes



		Requesting a third party, like another charity, another public body or commercial company to process our service user’s data for us. 

		- Sensitive data

- Data concerning vulnerable

data subjects

- Data processed on a large scale

		



		An online magazine using a mailing list to send a generic daily digest to its subscribers.

		- (none)

		Not necessarily







The Data



Personal data processed

Select all applicable personal data identifiers that are to be processed.  

· Note that images refers to still or moving images from which a person can be identified.  Distance shots, blurred or poor quality images or footage that would not allow the person to be identified are not considered personal data.

· Online identifiers are new criteria from the GDPR and include Internet Protocol (IP) addresses and cookie identifiers are examples.

‘Special Categories’ of Personal Data

These were previously referred to as ‘sensitive personal data’ in the Data Protection Act 1998.

· Biometric or Genetic data is a new category.  Biometric data includes facial recognition, or retinal or fingerprint scanning.  Genetic data are normally processed from the person’s biological samples e.g. saliva, blood or hair for drug or substance misuse.

Categories of Data Subject

We have informed the Information Commissioner that these are the classes of people whose data we process, on the Register of Data Controllers.  By identifying particular data subjects we can identify particular risks.

Data format

Clarify the format in which the data will be held remembering that a data item may be held in more than one format (e.g. paper, database, spreadsheet, etc.). 

The Format of the data can vary, depending on its origin.  For example, spread sheets, databases, Word documents, Adobe .pdf documents are all digital document files.   Risks will vary, depending on the format type; storage security for audio or video cassettes differs to that of digital or video recordings.

Data flows

Incoming data flows identify the types of data sent by third parties to Treetops, how they are sent and who receives them.  Data can reach us in a number of formats (paper, Compact Disks, databases) and be delivered using different methods (post, hand delivery, system to system, secure email, etc.), each giving rise to risks and threats.  Note that the same data may be sent in different formats and delivery methods from the same third party (original paper version sent by post and electronic versions sent en bloc at the end of each month) Examples of typical incoming flows are:



Incoming data flows

		Name of Provider

		Data format

		Method of sending

		Received by



		Company ABC

		Excel Spread sheet

		Email

		Joe.bloggs@xyz.co.uk



		Company ABC

		Service user  paper form

		Special delivery post

		Finance team A



		Company ABC

		Database object fields

		System to system VPN link

		System X









Internal data flows (data shared with other teams or systems within Treetops)

Whilst much of the data received by Treetops is handled by a particular team only, a substantial amount is shared with colleagues in other teams or with systems, which means that other colleagues are able to see the data.  It is important to identify these internal flows of data in order to ascertain who can access the data and identify the location of copies.  



You may also collect data in one form and transfer it to another system for long-term retention.  For example, a paper form may be used when meeting with a service user and the data are then entered to a system.  This allows us to identify potential risks associated with paper documentation and user errors when data are then manually entered on an electronic system.



Due to system support/hosting by third party technicians and others what appears to be an internal data flow can demonstrate that data are being shared with third parties.  We need to know this in order to identify any risks associated with the data.  



		Name of team sending

		Data format

		Method of sharing

		Received by



		Complaints & Information

		Respond system free text

		Internal email

		Various managers/personnel



		

		

		

		



		

		

		

		



		

		

		

		







Outgoing data flows identify the type of data sent by Treetops by third parties, how they are sent and who receives them.  Note that we may send the same data in different formats by different delivery methods to different third parties.  For example, data may be sent as a spread sheet using password protect to a third party processor.  Examples of outgoing flows are:



Outgoing data flows

		Name of Provider

		Data format

		Method of sending

		Received by



		Care home

		Assessment form 

		1st class post

		The care Manager

Care Home

Elderly Avenue

Town

SS65 9OG



		Anytown NHS Trust

		Assessment form 

		Encrypted email

		contact@anytown.nhs.net







The Principles



Processed lawfully, fairly and in a transparent manner



Personal data shall be processed lawfully, fairly and in a transparent manner in relation to individuals (Article 5(1)(a))

(Article 5, Recital 39) (Guidance)

i. Legal basis for Processing



Conditions for processing



Select however many conditions are applicable ensuring that if the data being processed is both personal data and a special category, then a relevant condition is chosen from both categories



Personal Data:



· 6(1)(a) – Consent of the data subject

· 6(1)(b) –  Processing is necessary for the performance of a contract with the data subject or to take steps to enter into a contract

· 6(1)(c) – Processing is necessary for compliance with a legal obligation

· 6(1)(d) – Processing is  necessary to protect the vital interests of a data subject or another person

· 6(1)(e) –  Processing is necessary for the performance of a task carried out in the public interest or in the exercise of official authority vested in the controller

· 6(1)(f ) – Necessary for the purposes of legitimate interests pursued by the controller or a third party, except where such interests are overridden by the interests, rights or freedoms of the data subject.



Special Categories:



· 9(2)(a) – Explicit consent of the data subject, unless reliance on consent is prohibited by EU or Member State law

· 9(2)(b) – Processing is necessary for carrying out obligations under employment, social security or social protection law, or a collective agreement

· 9(2)(c) –  Processing is  necessary to protect the vital interests of a data subject or another individual where the data subject is physically or legally incapable of giving consent

· 9(2)(d) – Processing carried out by a not-for-profit body with a political, philosophical, religious or trade union aim provided the processing relates only to members or former members (or those who have regular contact with it in connection with those purposes) and provided there is no disclosure to a third party without consent

· 9(2)(e) – Processing relates to personal data manifestly made public by the data subject

· 9(2)(f) – Processing is necessary for the establishment, exercise or defence of legal claims or where courts are acting in their judicial capacity

· 9(2)(g) – Processing is necessary for reasons of substantial public interest on the basis of Union or Member State law which is proportionate to the aim pursued and which contains appropriate safeguards

· 9(2)(h) – Processing is necessary for the purposes of preventative or occupational medicine, for assessing the working capacity of the employee, medical diagnosis, the provision of health or social care or treatment or management of health or social care systems and services on the basis of Union or Member State law or a contract with a health professional

· 9(2)(i) – Processing is  necessary for reasons of public interest in the area of public health, such as protecting against serious cross-border threats to health or ensuring high standards of healthcare and of medicinal products or medical devices

· 9(2)(j) – Processing is necessary for archiving purposes in the public interest, or scientific and historical research purposes or statistical purposes in accordance with Article 89(1)





Legal Gateway



List the relevant legislation which specifically permits the processing of personal data in the way intended



Guidance Note: Include details of the legal power that applies to the process that the information is being used for. For instance:



· Carrying out safeguarding enquiries pursuant to section 47 of the Children Act 1989, or assessing an adult’s need for support pursuant to section 9 of the Care Act 2014.



Consent management 



We are encouraged to not rely on consent. If it is used however, the following should be in place:



· The capability to produce, on request, documented (and standalone) evidence that an individual data subject has consented to the processing

· Processes in place to manage the withdrawal of consent 

· Capability to distinguish and appropriately manage data processed pre- and post- withdrawal of consent 

· Consent is freely given (the data subject has a genuine choice whether to provide consent or not), well-informed and clearly expressed

· Data will not be obtained from data subjects under 13 years old, OR if it will, processes for obtaining parental consent/ authorisation are in place



ii. Rights



a) To be informed



Guidance Note: include details about when and how data subjects will be told about how their information will be used by Treetops - usually this is achieved by means of a privacy notice -if there is an existing privacy notice - provide a copy and describe whether this covers the processing.



Privacy Notices must:



· Be concise, transparent, intelligible and easily accessible?

· Be written in clear and plain language, particularly if addressed to a child?

· Be free of charge?

· Contain:

· Identity and contact details of the DC, DP (if applicable) & DPO

· Purpose of processing & legal basis for the processing

· Legitimate Interests of the DC or 3rd Party (where applicable)

· Any recipient (or categories of recipients) of the data

· Any transfers to 3rd country and details of the adequate safeguards

· Retention period (or criteria used to determine one)

· Existence of each of DS’s rights

· DS’s right to withdraw consent at any time (where relevant)

· DS’s right to lodge a complaint with the ICO

· Any automated decision making/ profiling and information about: 

· How decisions are made, 

· Significance and consequences.

· (Where data is obtained directly from the DS):

· The statutory/ contractual requirement/ obligation 

· The consequences of not providing personal data

· Where data is not obtained directly from the data subject:

· Source of the data and whether from publicly accessible sources 



· Categories of personal data

· Be provided:

· At the time data is obtained (if direct from DS)

· Before 1st communication takes place (if not obtained from DS and if data is to be used to communicate with DS)

· Before data is disclosed/ within one month of obtaining (if not obtained from DS and is to be disclosed to a third party)



(Articles 12,13 & 14, Recitals 58-62) (Guidance)



b) Access



Guidance Note: include details about how requests for personal data (subject access requests) will be actioned - if third party processors are used, explain what will happen if they receive a subject access request (details should be included in any Data Processing Agreement/contract with the third party).  The Complaints and Information team deal with most subject access requests once they have been notified a subject access request has been received.  Alternatively, the team can advise on how requests should be dealt with.



In order to support the right of access, the activity must:



· Be able to confirm that a DS’s personal data is being processed

· Be able to provide that data in hard-copy and electronic formats (and ideally though self-service means)

· Be supported by an accurate privacy notice which was current at the time the data was obtained



(Articles 12, 15, Recital 63) (Guidance)



c) Rectification



Guidance Note: procedures should be in place to record requests for rectification and procedures to be followed.  Simple requests, such as correcting an inaccurate postal address can be easily rectified, and the subject should be informed that the rectification has taken place (you will need to contact third parties if the data in question have been shared, as they will need to update any incorrect data).  



More complex or contentious requests, for example asking that an opinion is changed or deleted, will need to be given careful consideration and a process will need to be in place to take account of  referral to appropriate staff before a decision is made. 



In order to support the right to ensure accuracy:



· Is the activity supported by adequate processes to safeguard the individual’s right to have personal data rectified if it is inaccurate or incomplete? 

· Can this be achieved within 1 month (2 if complex) of receiving a request?

· Does the service have processes in place to ensure that requests can be effectively denied if they disagree with valid professional opinion and look to accommodate adding the DS’s objections rather than delete data?



(Articles 12,16 & 19) (Guidance)



d) Erasure



Guidance Note: include details about how requests for the erasure of personal data will be actioned and if information is shared with third party controllers, explain how such requests will be handled.  The right to erasure only exists where the data is no legal basis to retain the data and will not be available where there is a legal obligation or public interest justification for retaining the data



In order to assist with the right to erasure:



· If the legal circumstances are applicable, can the activity support the right to erasure (the ‘right to be forgotten’) by us and any 3rd parties with whom the data has been shared?



(Article 17, Recitals 65 & 66)(Guidance)



e) Restriction of processing



Guidance Note: include details about how any requests that are received for use of data to be restricted will be actioned. This right is available to the data subject where the accuracy of their data is being contested, the data subject does not wish for their data to be erased and requests its use be restricted instead, the data is no longer needed otherwise than for the purposes of dealing with a legal claim



In order to assist with the right to restriction of processing:



· If the legal circumstances are applicable, can the activity support the right to restriction of data processing by us and any 3rd parties with whom the data has been shared?



(Articles 18 & 19, Recital 67)(Guidance)





f) Data Portability



Guidance Note: include details about how personal data will be made available in a machine readable format for the data subject if they request this.  The right to erasure only exists where the data is being processed by automated means on the basis of consent or for the purposes of a contract to which the data subject is a party]



In order to support the right to data portability:



· If the legal circumstances are applicable, can the activity support the transfer of personal data to a 3rd party?

· The right to data portability only applies:

· to personal data an individual has provided to a controller;

· where the processing is based on the individual’s consent or for the performance of a contract; and

· when processing is carried out by automated means



(Articles 12 & 20, Recital 68)(Guidance)



g) Object



Guidance Note:  include details about how objections to the processing of data will by a data subject be managed (this should be part of any privacy notice for the processing).  Treetops or any processor will need to be able to identify when a service user has exercised this right and have a process in place to acknowledge the request and fully respond within one month of receipt.  The right to object is available in cases of direct marketing.  .



In order to support the right to object: 



· If the legal circumstances are applicable, can the change support the right to object and to stop processing by us and any 3rd parties with whom the data has been shared?



(Articles 12 & 21, Recitals 69-70)(Guidance)



h) Automated Decision-making and Profiling:



Guidance Note:  include details about how an objection to automated decision making will be handled.  The right to object is only available for fully automated data processing that has legal or significant consequences for the individual.  The data subject forgoes this right to object where the automated processing relates to a contractor the data subject has entered into with Treetops or where they have explicitly consented to the processing or where it authorised by law. Objections must be appropriately responded to within statutory timescales and where the right to object is not available you must explain what safeguards are being implemented to protect the individual’s rights and interests, including the ability for there to be human involvement in the decision making process if the decision is contested and for use of special categories of personal data to be restricted to cases where explicit consent has been obtained or is required for reasons of substantial public interest. In cases where an automated decision is required or authorised by law, the data subject must be notified of the decision as soon as reasonably practicable and any request for a reconsideration of the decision provided within 21 days of notice of the decision must be responded to within a further 21 days of notice.



In order to support the right to challenge automated decision making and profiling: 



· Where the legal circumstances are applicable, are there processes in place for the activity to support the DS’s rights to:

· Obtain human intervention 

· Express their point of view 

· Obtain an explanation of the decision and 

· Challenge the decision



(Articles 4, 9 & 22, Recitals 71-72) (Guidance)



iii. Data Subject consultation



Note any consultation undertaken with Data Subjects to ascertain their views on the appropriateness of processing their personal data in the manner proposed



Collected for specified, explicit and legitimate purposes



Personal data shall be collected for specified, explicit and legitimate purposes and not further processed in a manner that is incompatible with those purposes; further processing for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes shall not be considered to be incompatible with the initial purposes



(Article 5(1)(b))



· List the purposes which justify the intended processing.  There may be a single purpose only.  However, some data may be processed for a number of purposes.  Typical examples of processing purposes are; provision of care, assessment of care needs, payments, LUAL

· List any intended further processing and assess whether this is compatible with the stated purposes

· Ensure all intended processing is captured in the privacy notice



Adequate, Relevant and Limited



Personal data shall be adequate, relevant and limited to what is necessary in relation to the purposes for which they are processed



(Article 5(1)(c))



· Assess whether the personal data being processed is:

a. sufficient for the stated purposes

b. entirely relevant to the purposes

c. limited so as not to be excessive for the purposes

· Note any consideration of anonymization or pseudonymisation being proposed in order to prevent personal data being processed unnecessarily

· How will the ‘Anon/Pseudo’ process work, and in particular, at what stage will the process take place?



Accurate and, where necessary, kept up to date



Guidance Note:  include details about what processes are in place for reviewing personal data is up to date and checking its accuracy



Personal data shall be accurate and, where necessary, kept up to date; every reasonable step must be taken to ensure that personal data that are inaccurate, having regard to the purposes for which they are processed, are erased or rectified without delay;



(Article 5(1)(d))



· Establish:

a. How the service will be managed to ensure data accuracy is maintained

b. How data subjects are made aware of the need to advise of changes to personal data or able to access facilities to amend it themselves 



Kept for no longer than is necessary



Guidance Note:  include details about how long data is retained for the relevant purposes for which it is being used, if a specific timescale cannot be provided describe the criteria used to determine that period



Personal data shall be kept in a form which permits identification of data subjects for no longer than is necessary for the purposes for which the personal data are processed; personal data may be stored for longer periods insofar as the personal data will be processed solely for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes subject to implementation of the appropriate technical and organisational measures required by the GDPR in order to safeguard the rights and freedoms of individuals;



(Article 5(1)(e))



· There is a clear understanding of when in the lifecycle of delivering the service a need to process the data will end

· This is derived from the our Retention Schedule 

· List the retention periods

· At the end of the retention period there is a facility which allows a user (with sufficient rights) to delay deletion in the event of complaints/ statutory information requests/ enquiries and investigations 

· A deletion process meets the requirements of Principle 5(1)(f)

· Where personal data is processed beyond a retention period it is in line with the accepted purposes above and appropriate safeguards are in place



Appropriate Security



Personal data shall be processed in a manner that ensures appropriate security of the personal data, including protection against unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate technical or organisational measures.



(Article 5(1)(f))



i. Organisational Controls



Guidance Note:  Only projects that have been subject to a tendering process need complete this section.  Similarly, if the data are not being shared with, or processed by a third party on behalf of Treetops then the section on contracts can be left blank.



a) Procurement

 

The Tender Process



The risk rating determined in Section 6 confirms the level of assurance required from the prospective suppliers and the preferred bidder:



Red = Very High (VH)

Amber = Medium of High (M or H)

Green = Low (L) 



On a case-by-case basis, and derived from the risk rating, assess how often during the term of the contract we require that the winning supplier is re-assessed to ensure their compliance is maintained.



Contractual Control



Confirm that the contract provided to the winning supplier contains our standard model contractual clauses in the schedule. Or if the contract does not contain the standard clauses, why, what is in place instead, and how does this represent an acceptable equivalent control? 



Contract Term



Enter the formal commencement and end date for the contract and if the contract includes a facility to extend beyond the end date for a further period, what is that extension period?



The Selected Supplier



Up to 25th May 2018, the ICO required Data Controllers to notify them of the categories of personal data processed by them. In some cases suppliers may not meet the criteria for needing to notify. If the winning bidder has notified, record their details from the online register. If they state that they do not need to notify, confirm their written statement that supports this.



There is scope in this section to record more than one supplier. This is in the event that the contract is a framework, where we may decide to have a number of successful bidders to whom we can offer work in a competitive bidding scenario.



b) Training



Guidance Note:  include details about the training that will or is being provided and guidance that will be available



Confirm that employees will be effectively trained in a system and/or supporting processes, and also that they will sufficient reference material to access when they need ongoing support.  Note that the ICO ALWAYS asks for copies of system/process training/guidance documents following an incident involving that system/process.  Lack of documentation is a reason for the ICO to penalise.



All personnel involved in the project/initiative should also be current in their mandatory IG training or (for some agency/contractors) equivalent.  Documented evidence of training will be required.



c) Policy



Guidance Note:  include details about any policies that the processing may impact



Record here any instance where the consideration of the processing in this assessment has highlighted an issue with our policies where a current policy may be too restrictive or there is an absence of a policy statement in an area. Identify the issue and ensure it is referred to the employee responsible for the policy.



ii. Technical Security Controls



a) Access Controls



Guidance Note:  include details about the measures that will be put in place to restrict access to data to only those who are required to have access and explain how this will be enforced



This section confirms that an assessment has been made of the access controls. To be accepted, the proposed controls need to make sure that a system owner can control which users have what rights to access and amend the data. This includes (if applicable) how the system will identify that the user attempting to access the data will be validated as having the right credentials.



b) Security at Rest



Guidance Note:  include details about technical security measures that will be put in place to secure and protect the storage and use of data.  System supplier or Pyranet security should be consulted to complete this section.  



This section confirms that an assessment has been made of the security of the system where the data is going to be stored. This requires an analysis of: 

· Where the data will be held?

· Business continuity and disaster recovery provisions? 

· The location of the store? 

· What level of access is provided to support staff?

· From what global locations can support staff access the data from?



c) Security in Transit



Guidance Note:  include details about technical security measures that will be put in place to secure and protect the transfer of data.  System supplier or Pyranet security should be consulted to complete this section.  





This section confirms that an assessment has been made of the security of the data when it is being transferred from one location to another either over the internet, secure network, on email or via a type of media storage which is then physically transported.



Transfer Outside the EEA



Guidance Note: Include details of the countries the information will be transferred to, details of any third parties that will handle the data.



‘Third countries’ means countries that are NOT PART of the European Union or European Economic Area, such as the United States of America, China, and Australia.



If it anticipated that there will be occasions where it is necessary to transfer data outside the EEA (to Third Countries or International Organisations), the following must be in place:



· Is the country (or territory/ processing sector) or organisation approved by the EU/ICO as having an adequate level of protection? (A41)

· Are there appropriate safeguards in place in a legal contract/ agreement? (A42/43)

· If there is no Adequacy decision or appropriate safeguards, do any of the following apply in order to establish validity? (A44)

· (a) Consent has been given

· (b) Performance of a Contract

· (c) Conclusion/ Performance of a Contract

· (d) Public Interest

· (e) Establishment, exercise or defence of legal claims

· (f) Vital interests of the DS

· (g) Public Register

· (h) Legitimate interests



Risk

· Identify the main risks introduced by the proposal.  These are normally associated with failing to meet the data protection principles (see Section 4a-f), such as sensitive information inadvertently being sent by email without relevant security measures or more information being sent to a third party than they need to see.  The DPO will be able to help advise you regarding these risks.

· Explain why this risk is relevant

· What is the proposed method of reducing or eliminating the risk?  There may be technological controls that can be applied, such as using encryption software, or organisational controls, such as restricting access to data to named staff and ensuring that those staff receive training and documented guidance on handling and processing the data. 

· With the mitigation in place, what is the predicted impact and likelihood of the risk occurring and the final risk score?  Controls can significantly reduce the severity of a risk, depending on the risk in question.  However, it is not always the case, especially where there are no technological controls and reliance is placed on the trust of users to comply with organisational controls, such as a confidentiality agreement. 



Attachments

· Embed any relevant documents to ensure this assessment is a complete record of what will be approved.

· Briefly describe the purpose of each document.



Reviews

· Identify whether or not a review is required during the lifetime of the proposal.  DPIA reviews are conducted where it is likely that identified risks could lead to a data breach, or where it is likely that processing could change.  Regular reviews may be recommended by the Data Protection Officer.  Typical periods for regular reviews is one year.

· Record the outcome of any reviews undertaken.

Approvals

· Evidence the approvals obtained for the proposal

· Each assessment has a mandatory minimum of 3 stages of approval.

· Where processing meets the criteria of a DPIA, the DPO will need to approve

· Where risks cannot be managed within the organisation’s risk tolerance, the proposal can be escalated to the SIRO if the SIRO is willing to accept the risk of the processing.
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